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DETAILED ACTION 

i 
i 

1 . Claims 1 -20 have been presented for examination. 

i 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on 07 February 2006 is in 
compliance with the provisions of 37 CFR 1 .97. Accordingly, the examiner has considered the 
information disclosure statement. « 

Specification 

i 

3. The specification is objected to as failing to provide proper antecedent basis for the 

claimed subject matter of claim 17 5 specifically a storage medium. See 37 CFR 1.75(d)(1) and 

i 

MPEP § 608.01(o). The Applicant defines machine-readable medium as being a multitude of 
memories on page 9, specifically paragraph 0023. For purposes of examination, the Examiner 
shall construe the storage medium to be equivalent to the disclosed machine-readable mediums. 
Appropriate correction is required. j 

Claim Rejections - 35 USC § 112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

i 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards asihis invention. 

i 

5. Claims 2-4, 8 and 9 are rejected under 35 U.S.C. 1 12, second paragraph, as being 

! 

indefinite for failing to particularly point out and distinctly claim the subject matter which 

! 

! 

applicant regards as the invention. Regarding claims 2 and 8, it is unclear which version of the 
UMTS Specification the Applicant is referring to and appears to be attempting to cover future 

versions of the UMTS Specification. Regarding claims 3, 4, and 9, it is unclear which versions 

■ i 

i 
i 

! 

! • 
I 
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of the Iub and Iur Specifications the Applicant is referring to and appears to be attempting to 

cover future versions of the both specifications. 

i 

i 
i 

6. Claim 6 recites the limitation "said authentication encoding module" and depends from 
claim 4. There is insufficient antecedent basis in claim 4 for this limitation in the claim, since 

claim 5 introduces the limitation "an authentication encoding module." 

i 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. [ 

8. Claims 1, 5, 6, and 13-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
U.S. Patent No. 6,996,712 to Perlman et al.j hereinafter Perlman. 

! 

9. As per claim 1, Perlman teaches an apparatus, comprising: 

i 

a network interface (Figures 2 and 4 [block 15]) to communicate frames of information in 

i 

accordance with a protocol (column 3, lines 57-60, i.e. the end station sends data packets to 
recipients via network interface in a known manner); and 

a frame authentication module operatively responsive to said network interface (Figure 2 
[block 14]), said frame authentication module to authenticate frames communicated by said 
network interface (column 4, lines 1-19). ( 

1 0. Perlman does not teach the use of a wireless protocol. 
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1 1 . The Examiner take Official notice that it would have been obvious to one of ordinary 
skill in the art at the time the invention was made for the network interface of Perlman to 
implement a wireless protocol, especially since he discloses at column 3, line 60 that any known 
protocol may be used. 

i 

12. Regarding claims 5 and 10, Perlman teaches wherein said authentication module 

i 

comprises: 

an authentication encoding module to encode each frame with authentication information 
(column 3, lines 50-60, i.e. during a send, creating integrity checks); and 

an authentication decoding module to authenticate each frame using said authentication 
information (column 4, lines 39-63, i.e. recipient decrypts the integrity blocks). 

13. With regards to claims 6 and 11, Perlman teaches wherein said authentication encoding 

module generates said authentication information using an authentication key (i.e. shared secret 

i 

key), data from said frame (i.e. data bytes from one or more data packets), and a change 
parameter (column 3, lines 4-25, i.e. selected information, timestamp, packet sequence numbers) 
(column 3, lines 50-57). 

14. As per claims 13 and 17, Perlman teaches a method and an article, comprising: 
receiving a frame of information over a medium (column 4, lines 3-6); 

determining whether said frame includes authentication information (column 3, lines 60- 
64, column 4, line 64 to column 5, line 3, i.e. the integrity block may be in a separate packet, the 
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authentication information does not have to be in transmitted packet, instead traveling 
independently); 

authenticating said frame using said authentication information (column 4, lines 3-9, 
column 4, lines 40-63); and 

encoding said frame with authentication information if said frame does not include said 
authentication information (column 6, lines 14-27). 

15. Perlman does not teach the use of a wireless protocol. 

1 6. The Examiner take Official notice that it would have been obvious to one of ordinary 
skill in the art at the time the invention was made for the network interface of Perlman to 
implement a wireless protocol, especially since he discloses at column 3, line 60 that any known 

protocol may be used. ! 

i 
i 

i 
i 

17. Regarding claims 14 and 18, Perlman teaches retrieving an authentication key (column 4, 
lines 39-63, i.e. shared secret key); 1 

duplicating said authentication information using said authentication key (column 4, lines 
41-63, i.e. reproducing the integrity checks); 

retrieving said authentication information from said frame (column 4, lines 39-63); 
comparing said duplicated authentication information with said retrieved 

authentication information (column 4, lines 43-63); and 

i 

authenticating said frame in accordance with said comparison (column 4, lines 43-63). 
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18. Regarding claims 15 and 19, Perlman teaches generating said authentication information 

! 

(column 3, lines 50-58, i.e. generate integrity block); and 

storing said authentication information in a spare extension field of said frame (Figure 3 
[block 34], column 7, lines 50-67). 

1 9. With regards to claims 16 and 20, Perlman teaches retrieving an authentication key 
(column 3, lines 50-57, i.e. shared secret key); 

retrieving data from said frame (column 3, lines 50-57, i.e. data bytes from one or more 
data packets); i 

retrieving a change parameter (column 3, lines 4-25, column 3, lines 50-57, i.e. selected 
information, timestamp, packet sequence numbers); and 

creating said authentication information in accordance with an authentication 
algorithm using said authentication key, said data, and said change parameter (column 3, lines 
50-57). 

20. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over Perlman in view of 
draft 3G TS 22.100, hereinafter TS 22.100. 

2 1 . Claim 8 is rejected under 35 U.S.C. 1 1 03(a) as being unpatentable over Perlman in view of 
TS 25.427 as applied to claim 7 below, and further in view of TS 22.100. 

22. Regarding claims 2 and 8, Perlman does not teach wherein said network interface 
comprises a network interface defined in accordance with the Universal Mobile 
Telecommunication System Specification. 
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23. TS 22,100 teaches wherein said network interface comprises a network interface defined 
in accordance with the Universal Mobile Telecommunication System Specification (pages 7-9). 

24. It would have been obvious to one of ordinary skill in the art at the time the invention 

i 

was made for the network interface to comply with the UMTS specification, since TS 22.100 

i 

discloses a number of security features on page 12, which include, but are not limited to, mutual 

i 

authentication between the user and the serving network, confidentiality of user and signaling 
data, and end-to-end encryption. 1 

25. Claims 3, 4, 7, and 9-12 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Perlman in view of 3G TS 25.427, hereinafter TS 25.427. 

i 

26. Regarding claims 3 and 9, Perlman does not disclose wherein said network interface 

i 

comprises a network interface configured in accordance with one of an Iub Specification and an 
Iur Specification. 

27. TS 25.427 teaches wherein said network interface comprises a network interface 

i 

configured in accordance with one of an Iub Specification and an Iur Specification (Figures 1 
and 2, page 7-80). 

28. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made for the network interface to be configured in accordance with the Iub and Iur 
specifications, TS 25.427 states at page 7 that all the set of cells are carried on one transport 
connection, which means there are as many transport connects as set of coordinated transport 
channels and user ports for that communication, thereby preventing any traffic bottlenecks. 
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29. Regarding claim 4, Perlman does not teach wherein said wireless protocol comprises a 

i ■ - 

framing protocol defined by one of an Iub Specification and an Iur Specification. 

30. TS 25.427 teaches wherein said wireless protocol comprises a framing protocol defined 

by one of an Iub Specification and an Iur Specification (pages 11-21). 

i 

31. It would have been obvious to one of ordinary skill in the art at the time the invention 

i 

was made to format the data packets in accordance with the framing protocol disclosed in the Iub 
and Iur specifications, since TS 25.427 states on page 12 that the purpose of the user data frames 
is to transparently transport the data blocks between the node and the radio network controller. 

i 

32. As per claim 7, TS 25.427 teaches a system, comprising: 

a node B system having a first network interface (page 8, Figures 1 and 2, i.e. NB 

i 

sending and receiving data from SNRC); 

i 

a first radio network controller to communicate with said node B system, said first 

i 

radio network controller having a second network interface (page 8, Figures 1 and 2, i.e. SRNC 
sending and receiving data from NB). 

33. TS 25.427 does not teach a frame authentication module for each of said first and second 
network interfaces, said frame authentication module to authenticate frames communicated 
between said first and second interfaces. [ 

34. Perlman teaches a frame authentication module for each of said first and second network 
interfaces (Figure 2 [block 14], column 3, line 50, i.e. each end station includes an authentication 
system), said frame authentication module to authenticate frames communicated between said 
first and second interfaces (column 4, lines 1-19, column 4, lines 39-63). 
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35. It would have been obvious to one (^f ordinary skill in the art at the time the invention 

i 

was made to implement the authentication system of Perlman on the systems of Node B and 

i 

radio network controller, since Perlman states at column 2, lines 2-10 that the authentication 

i 

system would be fast and uncomplicated and would add robustness to the systems. 

36. Regarding claim 12, Perlman and TS 25.427 do not teach a second radio network 
controller to communicate with said first radio network controller, said second radio network 
controller having a third network interface; and a frame authentication module for said third 
network interface, said frame authentication module to authenticate frames communicated 
between said second and third interfaces. 

37. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to include a second radio network controller having a third interface with its own 
frame authentication module, since it has been held that it only requires routine skill in the art to 
merely duplicate a part, in this case the second radio network controller. See MPEP § 2144.04; 
see also In re Harza, 21 A F.2d 669, 124 USPQ 378 (CCPA 1960). 

Conclusion 

38. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

39. The following patents are cited to further show the state of the art with respect to data 
authentication, such as: 

United States Patent No. 5,440,633 to Augustine et al., which is cited to show 
authenticating a management data frame. 
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United States Patent No. 7,209,464 to Park et aL, which is cited to show verification 
system for packet call processing operations. 

40. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christian La Forgia whose telephone number is (571) 272-3792. 
The examiner can normally be reached on Monday thru Thursday 7-5. 

41 . If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

i 

supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

42. Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

! ■ 1 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

i 

like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Christian LaForgia^^f If ^ / 

Patent Examiner (^^^^"^^^^^^^^^^^ 

Art Unit 2131 U 



